NudopmanuoHHasi NaMATKA 1151 00y4aHOIIUXCH

C KaXXJIbIM I'OA0OM MOJIOACKHW B HMHTCPHCTC CTAHOBUTCA 6OJIBIHC, a IIKOJIbHUKH
OJHHU H3 CaMbIX aKTHBHBIX MOJIb30BaTeIeH PYHCTa. MC}KI[y TEM, IIOMHMO
OI'pPOMHOI'0 KOJHNYCCTBA BO?)MO)KHOCTeI\/'I, HHTCPHCT HCECECT H HpO6HCMBI. OTta
IHaMATKa JOJIDKHA ITIOMOYb TeOe 0e30macHo HaXoIUTBhCA B CCTU.

KomnbroTepHbie BUPYCHI

KoMmnbloTepHblidi BUPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOTrpaMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTH K Pa3MHOXKEHHIO.
B nomnonHeHue Kk 3TOMY, BUPYChl MOTYT HOBPEAUTH WU MOJTHOCTHIO YHUUTOXKUTh
Bce (pailyibl U JaHHBIE, MTOJJKOHTPOJIBHBIE TIOJIB30BATENI0, OT UMEHH KOTOPOTO ObLiia
3ammylieHa 3apaKeHHasi mporpamma, a TakKe MOBPEIUTh WM JaKe YHUYTOXKHUTH
OTEpallMOHHYIO CHCTEMY CO BceMu ¢aiiamu B 1eJoM. B OOJBIIMHCTBE cllydaeB
pacrpoCTPaHSAIOTCS BUPYChI YEPE3 UHTEPHET.

MeToab! 3alIUTHI OT BPEIOHOCHBIX MPOrpaMMm:

1. Hcnonb3yii COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINUE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IIPOTPAMM;
2. [locTostHHO  ycTaHaBiMBail madTh (UMQPPOBBIE 3alVIaTKH, KOTOPHIE

ABTOMATHUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKHM MPOTrpaMMbl) U JIpYyrue
OOHOBJICHHSI CBOE€H omnepalMOHHOW cuctembl. CkauuMBaili UX TOJBKO C
opummanbHoro caira paszpadborunka OC. Eciaum CyliecTByeT  pekuMm
aBTOMATUYECKOTr0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Paborali Ha cBoeM KOMIIBIOTEPE MOJ MpaBaMU IOJIb30BaTENs, a He
aJIMUHUCTPATOpa. DTO HE IMO3BOJIUT OOJBIIMHCTBY BPEJIOHOCHBIX IPOTrpamMm
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4, Ucrnionp3yil ~ aHTUBUPYCHBIE  MPOTPAMMHBIE  MPOAYKTHI  H3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpanunub pU3NUECKU JOCTYN K KOMIBIOTEPY JIJIs1 IOCTOPOHHUX JIMIL;

6. Hcrnonp3yil BHENTHUE HOCUTENIN UHPOPMAIIUU, TaKUe KakK (ielika, TUCK UK
¢aiin U3 UHTEpHETa, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB,;

7. He otkpbiBaii KOMIbIOTEpHBIE (Dailyibl, TOJYyYEHHbIE W3 HEHAJEKHbIX

UCTOYHUKOB. Jlaxke Te (pailsibl, KOTOpBIE MpHUcaan TBOM 3HaAKOMBIN. Jlyunie yTounu
y HETro, OTIPABJISUI JIU OH TeOe uX.
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Cern WI-FI

Wi-Fi - 310 He BHMI mepeaaud JaHHBIX, HE TEXHOJOIHs, a BCEro JHUIIb OpeH,
mapka. Eme B 1991 roay HuaepiaHjckass KOMIAHUSI 3aperucTpupoBajna OpeH.I
"WECA", uto o6o3Hauasio cinoBocouetanue "Wireless Fidelity", xoTopsiii
MepeBOUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Hamero BpeMeHM jAoluia Apyras a0OpeBuaTypa, KOTopas SBISETCS TaKOW Ke
TexHosoruen. Ito abopesuarypa "Wi-Fi". Takoe HazBaHue ObLIO JaHO ¢ HAMEKOM




Ha CTaHAapT BbIclieil 3BykoBoW TexHuku Hi-Fi, uto B mepeBoje o3Havaer
"BBICOKAsi TOYHOCTB".

Jla, OecmaTHBIA HWHTEPHET-IOCTYI B Kade, OTeIsIX W adporopTax SBISETCS
OTJINYHOM BO3MOKHOCTBIO BbIXOJa B MHTEpHET. Ho MHOrue skcnepThl CUMTAIOT,
yTo obmenoctymabie Wi-Fi ceTu He sBsOTCS 0€30MaCHBIMHU.

CoBeTbI 110 0€30MACHOCTH PAdOTHI B 001IeT0CTYNMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBOIO JUYHYIO MH(POPMAIUIO Yepe3 oomenoctymapie Wi-Fi
cetu. PaboTast B HUX, )KeJlaTeIbHO HE BBOJAUTH NMAPOJU JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Hcnonb3yit 1 OOHOBIISIE aHTUBUPYCHBIE MPOTrpaMMbl U OpaHamayep. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaYKH BUpyca Ha TBOE YCTPOUCTBO;

3. [Tpu ucnonwszoBannu Wi-Fi otkmroun @yskiuio "OOmui goctyn K Qaitnam
u npuntepam". JlaHHas (yHKIMS 3aKpbiTa MO YMOJYAHUIO, OJTHAKO HEKOTOpHIE
MOJIb30BATEIM aKTUBUPYIOT €€ /I y100CTBa UCIIOIb30BaHUs B paboTe Wi yueoe;

4, He wucnone3yit nyOnmuneii WI-FI gns nepenaud JWYHBIX JaHHBIX,
HaIrpuMep JJIsl BBIXOJIa B COLIMAIBHBIE CETH WM B AJICKTPOHHYIO MOYTY;

5. Ucnonw3yi Tosbko 3ammuieHHoe coenuHenune yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B wmoOwieHOM Tenedone otkmounm Qynkuuio "lTlogkmrouenne k Wi-Fi
apTomatnuecku'". He nomyckall aBTOMATMYECKOTO MOJKIIOUYEHUS YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.
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Qoee ConuajibHbIe CETH

CouuasibHble CETH aKTUBHO BXOJAT B HaIlly XKU3Hb, MHOTHE JIIOJIU paOOTalOT U
JKUBYT TaM IOCTOSIHHO, a B Facebook yike 3apeructpupoBaH MHILIHAP]] YEIOBEK,
YTO SIBISCTCS OJHOM CeIbMOM BCEX JKMTEJIEH IUIaHeThl. MHOTHE IT0JIb30BaTeNId HE
MOHMMAIOT, YTO WH(OpMalms, pa3MelieHHas UMH B COITMAIBHBIX CETAX, MOXKET
OBITh HaliflcHA W HCIIOJb30BaHA KEM YTOJHO, B TOM 4YHCJE HE 0053aTCIBHO C
OJlaruMu HAMEPEHUSIMU.

OcHoBHbBIE COBETbI 10 0€30MACHOCTH B COIMAJIbHbBIX CETAX:

1. Orpanuub crucok Jpy3eil. Y 1e0st B APY3bsiX HE JOJKHO OBITh CIIyYalHBIX U
HE3HAKOMBIX JIFOJICH;
2. 3amuinail cBO 4acTHYIO *Ku3Hb. He yka3biBail maponu, TenedoHsbl, aapeca,

JaTy TBOETO POXKIEHUS W APYTYI JTUYHYI0 HHGOPMAIUIO. 310yMBIIUICHHUKA
MOTYT HCIIONB30BaTh Jaxe HHPOPMAIMIO O TOM, KaK Thl MU TBOW DPOAUTEIU
TJTAHUPYETE IPOBECTH KAaHUKYIIBI;

3. 3amuinaii CBO0 pemyTaIuio - JepK1 €€ B YUCTOTE U 3aJaBail cebe BOmpoc:
xoTen Obl Thl, YTOOBI JPYTHE TMOJH30BATEIN BHJEIW, YTO ThI 3arpykaeiib?
[Toxymaii, mpesk/ie 4eM 4TO-TO OMyOJIUKOBATh, HAIMUCATH U 3aTPy3UTh;

4.  Ecnu THI rOBOpHIIL C JIOJbMHU, KOTOPHIX HE 3HACIIb, HE HCIOJIL3YH CBOE
peaNbHOE MMS U JPYTYIO JUYHYI0 WH(OPMAIIMU: UMSI, MECTO JKUTEILCTBA, MECTO
yueObl U TIpoUee;

S5. N3beraii pasmemnienus ¢gororpaduit B MuTepHeTe, r/1e Thl M300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO ONPEIEITUTH TBOE MECTOTIOJIOKEHHE;



6. [Ipu peructpaiii B COUMaIbHON CETH HEOOXOAUMO UCTIOIb30BaTh CIOKHbBIE
NapoJIx, COCTOSIINE U3 OYKB M LIM(P U C KOJTUYECTBOM 3HAKOB HE MEHee §;

1. Jl5is conuanbHOM CEeTH, IOYTHI U IPYTUX CAMTOB HEOOXOAMMO MCIOIB30BATh
pasHpie maponu. Torma ecnu TeOs B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH TOTy4at
JOCTYII TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

b DJIeKTPOHHBIE IeHbIH

OJNEeKTpOHHBIE JIEHBI'HM - JTO OYeHb YAOOHBI CHocod TuIaTexei, OaHAKO
CYILIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JEHBIH.

DONEeKTpOHHBIE JIEHbIM MOSBUJIMCH COBCEM HEIABHO M MMEHHO HM3-3a 3TOTO BO
MHOTHX TOCYAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHU (PYHKIIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, /€ UX
pa3lensiioT Ha HECKOJIbKO BUJIOB - aHOHMMHBIE M HE aHOHUMHBbIE. Pa3Huiia B ToMm,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peuiacTcsi MpOBOAUTH olepanuu 0e3
UACHTU(UKALIMY TIOJIb30BATENISA, @ B HEAHOHUMHBIX UJACHTU(PHUKALUS [10JIb30BATENS
SBIISIETCS 00A3aTEIBHOM.

Taxxe cinenyer  pa3nuyarbh  SJEKTPOHHblE  (UATHbIE  JEHBIU  (paBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) M DJJICKTPOHHBbIE He(dUATHBIC JCHBIM (HE PaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 0€e30NacCHO# padoTe ¢ JIEKTPOHHBIMHU AeHbIAMU:

1. [IpuBsxku K cueTy MOOMJIbHBIN TenePOoH. DTO caMblil yTOOHBIA U OBICTPBIA
Croco0 BOCCTAaHOBUThH AOCTYN K cuery. lIpuBsizaHHbIl TenedOoH MOMONKET, €CIH
3a0yJenip CBOM IUIATEXXHBIM MMaposib WM 3aiijielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnons3yil onHopasoBele mnaponu. Ilocne mnepexoga Ha  yCHICHHYRO
aBTOpHU3alLMI0 TeOe yke He OyJeT yrpokaThb ONAcCHOCTh KPaKW WJIM IEepexBara
IUIATEKHOIO MapOJIs;

3. Bribepu cnoxubiii mapons. [IpectymHukam Oyner He TPOCTO yraaarth
CJIOXHBIA naposb. HanexHsle mapoiu - 3T0 napoiu, KOTOPbIE COEPkKAT HE MEHEE
8 3HAKOB W BKIIOYAIOT B Ce€OS CTPOUYHBIE U TPOIMHUCHBIE OYKBBI, HUPPHI H
HECKOJIbKO CUMBOJIOB, TaKH€ KaK 3HaK J0Juiapa, PyHTa, BOCKIMIATENbHBIA 3HAK U
t.11. Hanpumep, $tROng!;;

4, He BBOJIM CBOM JIMUHBIE TaHHBIE HA cailTaX, KOTOPBIM HE JOBEPSCIIb.
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S e DileKTPOHHAS 1104TA

DJIEKTPOHHAsI TOYTa - 3TO TEXHOJOTHS W MPEAOCTABIEMBIE €10 YCIYyTH IO
MePEChUIKE U MOJYYCHUIO IJIEKTPOHHBIX COOOIICHUMN, KOTOPhIE paCIPeICIIIOTCS B
KOMIIbIOTEpHOH ceTh. OOBIYHO DJICKTPOHHBIM TOYTOBBIA SIIUK  BBITJISIUAT
CJIEIYIONTUM 00pa3oM: UMsI_TOJIb30BaTeIsi(@umMsi_ToMeHa. Takxe KpoMme nepeaadn
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTH TIEpe1aBaTh (pailsibl.

OcHOBHBIE COBETHI 10 0€30MaCHO padoTe C 3JIeKTPOHHOM MOYTONM:

1. Hano BwIOpaTh mNpaBWIBHBIA TIOYTOBBIM cepBUC. B uHTEpHETE eCTh
OTPOMHBIN BHIOOP OECTIATHBIX MMOYTOBBIX CEPBUCOB, OJHAKO JIYUIIIE€ IOBEPSThH TEM,
KOTI'0 3HaCIlb U KTO MEPBBIN B PEUTUHTE;



2. He ykaspiBail B nuuHO mouTe JuuHylo uHbopManuio. Hanpumep, myuiie
BbIOpaTh "My3bIKanbHbIN _(panat@" wim "pox2013" Bmecto "temal3";

3. Hcnonb3yil AByX3TaNHYI0 aBTOPU3AIMIO. ITO KOTJia MIOMUMO HapoJis HY>KHO
BBOJIUTH KOJI, IpHUChUIaeMblil 1o SMS;

4, BriOepu cioxHbii mapoib. s Kaxa0ro moyToBOTO SIIIMKA JOJXKEH OBITh
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY apOJIb;

5. Ecmn ecTtp BO3MOXHOCTh HAamucarb CaMOMYy CBOW JIMYHBIM BOIPOC,
HCTOJIb3YH 3Ty BO3MOXHOCTb;

6. Hcrnonb3ylh HECKOJIBKO TOYTOBBIX SIIUMKOB. llepBbIM [Isi 4acTHOM

HEePEnuCKH C aJapecaTaMH, KOTOPBIM Thl JOBEPsICIb. DTO AIIEKTPOHHBIN ajJpec He
HAJI0 UCIIONIB30BaTh MIPH PETUCTpAIMU Ha (popymax U caifTax;

7. He otkpeiBaii (aiinbel ¥ Ipyrue BIOXKEHHS B MUChMaX, JaXe €CIH OHU
OPUIUTA OT TBOMX Apy3eil. JIyuiie yTouHM y HUX, OTIPABISIIM JIM OHU TeOe 3Th
Gaitnbr;

8.  Ilocme okoH4aHus paOOTHI Ha TIOYTOBOM CEpBHCE TMeEpel] 3aKPHITUEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxaTh Ha "BoiidTu".

Ku0epOyaiuHr uim BUPTyajbHOE U3/1€BATEJIbLCTBO
KubepOymiuHr - mpeciieqoBaHuE COOOIMICHUSIMHU, COJIEpPKAIllUMHU OCKOPOJICHHUS,
arpeccuro, 3aryruBaHue; XyJIUraHCTBO; COIIMAIbHOE OOMKOTUPOBAHKE C TTIOMOIIBIO
Pa3IMYHBIX UHTEPHET-CEPBHUCOB.
OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOESPOYIITMHTOM:
1. He Opocaiics B Ooii. Jlyummii cmoco0: mocoBeTOBaThCS Kak ce0s BECTH U,
€CJIM HET TOro, K KOMy MOKHO OOpaTHThCS, TO BHa4alle yCIOKOUTHCS. Eciu Thl
HayHEIIb OTBEYAaTh OCKOPOJEHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO emle OoJibliie
pa3zoAOKeIb KOH(IIMKT;

2. VYnpasnsii cBoeil kubeppernyranuei;

3. AHOHUMHOCTH B ceTd MHMMasl. CylIeCTBYIOT CIOCOOBI BBISICHUTh, KTO CTOUT
3a AaHOHUMHBIM aKKayHTOM;

4, He crout BecTM Xynuranckuii oOpa3 BUPTyalbHOM >Xu3HU. HHTepHer
buKCUpyeT BCe TBOM JEHCTBHUS W COXpaHSCT UX. YJAIUTh UX OyJeT KpaiiHe
3aTPYAHUTEIIBHO;

5. Co0buronail cBOrO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit  enunuyHblid  HeratuB. OJHOPa30BbIE  OCKOPOUTENBHBIC

COOOIICHHsT JIy4lle WrHopupoBath. OOBIYHO arpeccusi TMpeKpamaeTcss Ha
HayvaJIbHOM CTaJIuM;

1. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHUSIMH, B
COIIMAJIBHBIX CETAX €CTh BO3MOYKHOCTH OJIOKHPOBKH OTIPABKHA COOOIICHHHA C
OTIPEICIICHHBIX a/IPECOB;

8. Ecmu 1B cBHmerens kubOepOysumHTa. TBOWM ACHCTBHUS: BBICTYIUTH MPOTHB
npeciieoBaTeNs, MoKa3aTh €My, YTO €ro JCHCTBUS OIICHWBAIOTCS HETAaTHUBHO,
MoJIIePKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKAs TOMOIb, COOOITUTH
B3POCJIBIM O (haKTe arpeCCUBHOTO TOBEICHHS B CETH.

MooOuabHbIi TesaedoH



CoBpemennble cMapT(OHBI U TUIAHIIETHI COAEpKAT B ceOe BIIOJHE B3POCIbBIN
GyHKIIMOHAN, W TEHmepb OHHM MOTYT KOHKYPHpPOBaTh CO CTAallMOHAPHBIMU
KoMmnbpioTepamu. OHAKO, CPEACTB 3aLTUTHI JIJIsl TOJOOHBIX YCTPOUCTB MOKA OYEHBb
Mano. TecrupoBaHMe M TIOMCK YSA3BUMOCTEH B HHMX IHPOMCXOJUT HE Tak
WHTEHCUBHO, Kak 1y [1K, To jxe camoe kacaeTcst 1 MOOMITBbHBIX TIPHUITOKCHHM.
CoBpemeHHble MOOUJIBHBIE Opay3epbl yK€ MPAKTUYECKH OTHAJIM HACTOJbHBIC
aHaJlOTH, OJHAKO pacliMpeHue (QyHKIHOHANIAa BIEYET 3a COo00i OONbIIyIO
CJIO’KHOCTh U MEHBIIYIO 3AIIUIIECHHOCTb.

Jlaneko He BCe TMPOU3BOJUTENM BBINYCKAIOT OOHOBJICHUS, 3aKpbIBAIOIINE
KPUTHYECKHE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JJIs1 0€30MACHOCTH MOOUIILHOTO TeseoHa:

Huyero He sBisieTcst mo-HacToseMy OecriaTHbIM. Byib ocToposkeH, BeAb Koraa
Tebe mpeayararoT OecIUIaTHbI KOHTEHT, B HEM MOTYT OBIThb CKPBITHI KaKue- TO
IUIaTHBIE YCIIYTH;

Hymaii, npexae yem oTnpaButh SMS, ¢oto unu Buaeo. Tol TOUHO 3HACIIB, THIE
OHHU OYJyT B KOHEYHOM HTOTE?

Heo6xoarmo 0OHOBIIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hoHa;

Hcnonb3yil aHTUBUPYCHBIE POrPaMMBbl 11 MOOMIJIBHBIX TEJIE(POHOB;

He 3arpyxail mnpuiokeHUs OT HEU3BECTHOTO HCTOYHHMKA, BEAb OHH MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUEHHE;

[Tocne Toro Kax Thl BBIIICIIB C CaiTa, I7ie BBOAWI JUUHYI0 HHPOPMALUIO, 3al 11 B
HACTPOWKH Opay3epa u yaanu cookies;

[lepuonnueckn mpOBEPs, KAaKWE IUIATHBIE YCIYIM AKTUBHUPOBAaHBI HAa TBOEM
HOMEDE;

JlaBaii cBOIl HOMEp MOOMJIBHOTO Tene(OHa TOJIBKO JIFOJSM, KOTOPBIX Thl 3HACIIb U
KOMY JIOBEpSEIIb;

Bluetooth momkeH ObITH BBIKIIOYEH, KOTAAa Thl UM HE TNoJib3yelbea. He 3a0biBaii
MHOTJIa TPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KpPAaCOYHbIE, 3aXBaThIBAIOIIME pPa3BICUEHUS,
OOBEAUHSIONINE COTHU ThICAY YEJIOBEK MO Bcemy Mupy. Wrpoku wuccnemayrot
JAHHBI UM MHUp, OOLIAIOTCSA APYT C IPYrOM, BBIMOJHSIOT 3aJaHUsl, CPAKarOTCs C
MOHCTPAMH M TOJYYaroT ONBIT. 3a YJOBOJIbCTBHE OHHU IJIATAT: MOKYMNAOT AMCK,
OIIAYMBAIOT A00OHEMEHT WJIM MMPUOOPETAIOT KaKKe-TO OIIIUH.

Bce 3tn cpencrtBa MayT Ha MOJAECP)KAHWE M PAa3BUTHUE WIPBI, a TAKXKE Ha caMy
0€30I1acCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBIITYCKAIOTCS HOBBIE
naTuu (UQpPOBbIE 3aIIaTKU AJI IPOrpaMM), 3aKpPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B mogoOHBIX urpax CTOMUT omacarbcs HE CTOJBKO CBOMX CONEPHUKOB, CKOJBKO
Kpa)ki TBOET0 NapoJisi, HA KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3aLUU OOJIBIIMHCTBA

urp.

OcHOBHBIE COBETHI N0 0€30IACHOCTH TBOET'0 HTPOBOI0 AKKAYHTA:

1. Ecnu npyroit urpok Bemer ceOs MJIOXO WM CO3/1aeT Tebe HENMPHUSTHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. [Toxanylicss anMUHHCTpAaTOpaM UIPhI Ha IUIOXOE MOBEIECHUE ITOTO UIPOKA,
KeaTelIbHO MPUIOKUTh KaKHe-TO J0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yxa3biBail tnunyo nHpopmMaluio B mpodaiine urpsl;

4. YBaxkal Apyrux y4aCTHUKOB I10 UI'PE;



5. He ycranaBnuBaii HeopuimaibHbIe MATYU U MOJIBI;

6. Hcnonb3yii CII0XKHBIE U Pa3HbIE ITAPOJIH;

1. Jlaxe BO BpeMsi UTPbl HE CTOUT OTKIIIOYAaTh aHTUBUpYC. [loka Thl Urpaelisp,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.
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@UIIUHT WM KPajKa JUYHBIX JaAHHBIX

OOBIYHOM Kpakeil JIeHer M JOKYMEHTOB CETOJIHSI YK€ HMKOTO HE YAMBHIIb, HO C
pa3BUTHEM WHTEPHET-TEXHOJOTUNA 3TI0yMBIIICHHUKN TEPEMECTHIIUCH B HHTEPHET,
U TIPOJIOJDKAIOT 3aHUMAThCA "'MIOOUMBIM" 1€TTOM.

Tak mosiBUIach HOBasl yrpo3a: MHTEPHET-MOUICHHHYECTBA WM (DUIIHHT, TJIaBHAs
Heldb  KOTOPOIO  COCTOMT B TOJYYEHWH  KOH(DHMIEHIMAIBHBIX  JIaHHBIX
MI0JIb30BaTeNeH - JIOTUHOB W mapoiieil. Ha anrmuiickom si3pike phishing uuraercs
kak ummHr (0T fishing - peiOHas 0B, password - mapoJsb).

OcHoBHBIE cOBeTHI 10 00pbOe ¢ QUIIMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl mojo3peBaeliib, YTO TBOS aHKETa
Obula  B3JIOMaHa, TO HeoOXoauMo  3a0JOKMpOBaTh €€ U COOOIUTh
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKODEE;

2. Hcnons3yil Oe3omacHble BeO-CaliThl, B TOM YHCII€, HHTEPHET-MAra3uHoB U
TIOMCKOBBIX CHCTEM;
3. Hcnons3yil ciiokHble W pa3Hble mapond. Takum oOpa3om, eciau Teos

B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKHA MOJy4aT AOCTYI TOJBKO K OJHOMY TBOEMY
npouIII0 B CETH, a HE KO BCEM;

4. Eciu Tebs B3nOManu, TO HEOOXOAMMO MPEayNpeauTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE J100aBiEeHbI y T€OA B JIPY3bsAX, O TOM, UTO T€Os B3JIOMAJIU U,
BO3MO>KHO, OT TBOETO UMEHH Oy/IE€T pacchliaThbCsl ClIaM U CChUIKM Ha (PUILIMHIOBBIE
CalThI;

5. YcranoBu HaaexHbId apois (PIN) Ha MoOMIBHBIN TenedoH;
6. OTkJTrour coXpaHeHue nmapodisi B Opaysepe;
7. He otkpeiBaii (aitnibl u apyrue BIOKEHHUS B MUCHhMaX, JaXe €CIU OHH

OPUILUIM OT TBOUX Jpy3el. Jlydine yTouHM y HUX, OTHPaBISUIM JU OHU TeOEe ITH
(baibl.
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" Indposas penyranust

[Mudposas penyranusi - 370 HEraTUBHAs WM MO3UTHBHAs MH(OpMaLUA B CETU O
tebe. Kommpometupyromass uHpopmaius, pa3MelieHHass B UHTEPHETE, MOXKET
CepbEe3HbIM 00pa30M OTpa3UThC Ha TBOEH peanbHOM xu3HU. "Lludposas
penytaius" - 3T0 TBOW UMUK, KOTOPBIHA GpopMupyeTcs: U3 uHPopMaluu o Tede B
WUHTEPHETE.

TBOe MeCTO JXKHUTENbCTBA, y4eObl, TBOE (PMHAHCOBOE IMOJOKEHHUE, OCOOCHHOCTHU
XapakTepa M paccKkasbl O OJIM3KHUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorue mOAPOCTKH JIETKOMBICICHHO OTHOCATCA K IMyOJUKAalUWd JIMYHON
uHdopmaruu B MHTEpHETE, HE MOHUMAs BO3MOXHBIX MOCHEACTBUM. Thl maxe He



CMOJKEIIb JOTaaaThCs 0 TOM, 4To (poTorpadus, pa3MemIeHHas 5 JeT Ha3ald, craia
NPUYUHON OTKAa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pa3menienne tBoux ¢oTtorpaduili u apyrue OEHCTBUS MOTYT HE
UCYE3HYTh Ja)Ke MOCIE TOro, KaK Thl UX YJaluilb. Thl HE 3HACIIb, KTO COXPaHHII
3Ty uHGOpPMaIIUIO, TI0Taja JIU OHA B TIOMCKOBBIE CHCTEMBI U COXpPaHHIIACh JIM OHA, a
TJIaBHOE: YTO MOJYyMAarOT O TeOe OKpYy)KaloIlIue JIOIU, KOTOPhIe HAMAYT U YBHUJIAT
310. Haiitn uHdoOpMmamuo MHOTO JIeT CHYCTS CMOXET JII000H - Kak M3 J0OpbIX
noOyX/JIeHU, TaKk U C HaMEpEHHWEM NPUYUHUTH Bped. DTO MOXKET ObITh KTO
YTOIHO.

OcHoBHBIE COBeTHI N0 3aIUTe NM(POBOM pPemyTALMH:

1. [Toxymaii, pexae 4yeM 4To-To MyOJUKOBaTh U MepeaaBath y ceOst B Ojore
WM B COLIMATILHOM CeTH;

2. B mHacrpoiikax mnpoduisi yCTaHOBHM OrpaHUYEHUS HA MPOCMOTP TBOETO
pouIIst U €ro COACPIKUMOTO, CACIIal €ro TOJIBKO "1ist py3eit';

3. He pa3memaii u He yka3piBaii WHGOpPMAIUIO, KOTOPAask MOXKET KOT0-JH0O
OCKOPOJISITh WJIK OOWXKATh.

\Jrmopexoe. npabe

ABTOpPCKOE IPaBo

CoBpeMEHHBIE IIKOJBHUKN - aKTUBHBIE MOJIb30BaTEIN (G poBOro
npocTtpancTBa. OIHAKO JAIEKO HE BCE 3HAIOT, YTO MOJIb30BAHUE MHOTUMH
BO3MOYHOCTSIMU IIU(POBOTO  MHUpaA TpeOyeT coOI0IeHus IIpaB Ha

WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "UHTENIEKTyalbHasl COOCTBEHHOCTh" OTHOCHUTCS KPa3JIUYHBIM
TBOPEHUSIM YEJIOBEUECKOTO yMma, HauMHasi C HOBBIX H300pETEHHl M 3HAKOB,
0003HaYaIoNMX COOCTBEHHOCTh HA MPOJIYKTHl U YCIYTH, U 3aKaHYMBAasl KHUTaMH,
dboTorpadpusiMu, KUHOQUIEMaMH U MY3bIKAJIbHBIMU TIPOU3BEICHUSIMU.

ABTOpCKHME TMpaBa - 3TO IMpaBa Ha WHTEJUICKTYaJbHYI0 COOCTBEHHOCTH Ha
MPOU3BEACHUSI HAYKH, JINTEPATYPhl U UCKYCCTBA. ABTOPCKHUE IIpaBa BBICTYIAIOT B
KaueCTBE TapaHTUHM TOTO, YTO HMHTEIJICKTYaJIbHBIN/TBOPUECKUNA TPYJ aBTOpa HE
OyZneT HampacHbIM, JacT €My CIpaBeJIUBbIe BO3MOXKHOCTH 3apaboTaTh Ha
pe3ysbTaTax CBOETO TPyHAa, MOJYyYUTh W3BECTHOCTh W mpu3HaHue. Hukrto 6e3
pa3pellieHrsl aBTOpa HE MOXET BOCIHPOU3BOAWTH €r0  IPOU3BEICHHUE,
pacrpoCTpaHsiTh, MyOJIUYHO JAEMOHCTPUPOBaTh, IMPOJaBaTh, HUMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJMYHO HUCHOJHSATH, MOKa3bIBATH/UCIOJHITL B dpUpe WU
pasmemate B MHTEpHETE.

Hcnonb3oBanue "MUpaTCKOro" MporpaMMHOTO OOECIEUEeHUs! MOXKET MPUBECTH K
MHOTUM pUCKaM: OT MOTEPHU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKU TBOETO
YCTPOMCTBA, TJ€ YCTAaHOBJIEHA HejlerajgbHas mnporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JeTalbHbIE M OECIIaTHBIC MPOTPaMMBbI, KOTOPHIE
MOYKHO HAUTHU B CETH.

O nopraJe

CereBUUOK.p( - TBOW TJIaBHBIM COBETYMK B CETH. 37I€Ch Thl MOXEIb Y3HATh O
0€30MacHOCTH B CETU TMOHSATHBIM M JIOCTYITHBIM SI3BIKOM, a TIPW BO3HUKHOBEHHUH
KPUTUYECKON CHUTyaIllud OOPAaTHTHCS 3a COBETOM. A TaKXe MPUHATH y4acTHE B
KOHKYpCaxX U CTaTh CaMbIM ITU(DPOBBIM IpakJaHUHOM !



